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1  Search and retrieve Public Key Certificates

1.1 Search by an e-mail address

In order to search for X.509 certificates or PGP keys, please enter the letters displayed
on the left into the box on the right. If you are an internal user the captcha code will not
appear. Afterwards enter the desired e-mail address and click the “search” button. The
certBox will automatically search for X.509 certificates. If you want to search for PGP-
keys, please select “PGP” from the drop down menu.

mEnm
EEE : _ _
aaaCert B Ox Find Certificate Upload Certificate Remove Certficate

"~ Enter the letters shown on
/f"i - _f the left into the box below:
| X.509 v| ‘ | | search

Please enter a valid e-mail address.

The search interface may be protected by login data. If you do not know the login data,
please contact the certBox administrator.

To perform a search you have to enter the login data into the corresponding fields.

EEE
T : .. _
amsCE rt B OX Find Certificate Upload Certificate Remove Certficate

l S " Enter the letters shown on
yd .

the left into the box below:
fdege

|X.509 V‘ | ‘ | search

Searchbase: |0=certb0x ‘

Please enter a valid e-mail address and a searchbase If desired.
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1.2 Download of a certificate, vCard, certificate chain or PGP key

The search result is displayed in a table beneath the search form. In the section
“Download” you can download the certificate in your desired format.

n
- : _ :
ce rt B Ox Find Certificate Upload Certificate Remove Certficate DE Help

X500 . perardeo.com | search

Name Issuer Valid until Key usage Download

Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment & vCard

Faridul Alam | SwissSign Personal Gold CA 2014 - G22 | 16.12.2022 Key Agreement # Certificate (binary)
TLS Web Client Authentication # Certificate (ASCII)
E-mail Protection '
Microsoft Encrypted File System
Microsoft Smartcardiogin

Click on the desired link, select "Save" and save it to a folder on your computer.

Explanation of the search result:

Name: This is the name of the applicant for the certificate.

Issuer: This is the name of the certificate that has signed the key of the
user certificate.

Valid until: The certificate is valid until this date.

Validation: This column is optional and will only be displayed if the validation

feature of the certBox is active. The sign “validated by certBox”
means that the found certificate is validated and approved to be
used. If a different sign appears (e.g. a question mark) the
certificate is classified trustworthy by the certBox, but the
revocation status has not been verified.

Key usage: The certificate can only be used for these purposes.
Download:
vCard A vCard includes not only the information necessary to encrypt,

but also information about the contact, such as e-mail, name,
phone etc. The vCard can be opened, for example, directly from
Outlook and saved as a contact.

Certificate A certificate contains information to send an encrypted e-mail to
(ASCII) its owner. It needs to be imported into the program to be used.

certBox Help Manual -2- 14.02.2025




SECARDEO s certBOX

Certificate The certificate in binary format (DER).
(binary)

Certificate chain A certificate chain is a PKCS#7 container which contains the
complete associated certificate chain. That is, the root certificate,
any intermediate CA and the user certificate. The chain is
required by some programs to trust the user certificate because
otherwise, it will not encrypt with this certificate. Unfortunately we
can’t offer a complete chain for all certificates.

(if available)

If you were searching for a PGP key just click on the link “PGP Key” in the download
section. Select "Save" to save it to a folder on your computer.

IE EE cert B [0) { FindCertiicate  Upload Certificate  Remove Certficate  DE Help

X509 j | saarchl

WET T Valid until Comment Download

Doe, John ORI NN, nia external LA PGP Key
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2 Upload or Remove your Public Key Certificate

By clicking on “Upload certificate” you can publish your Public Key Certificate for the
internal users of the certBox. Your certificate can then be found by them and they can
send you encrypted e-mails. If the Button is not available this feature is currently not
activated on the certBox.

A login dialog may appear. If so, enter “partner” for user and the password you have
been told by the certBox administrator.

The “Upload Certificate” dialog appears. You have to browse for the local certificate
file and press the “Upload” button. The certificate will then be published. Depending on
the configured policy the upload may have to be approved by the certBox administrator.

Publish your User Certificate

You can upload your X.509 encryption certificate or your public PGP key. The public key may then be
used by your partners to encrypt for your e-mail address.

—————_ Enter the letters shown on

-~ X" the left into the box below:
Qerdy

Certificate file: Choose File | No file chosen
Upload
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If you want to remove a certificate you have previously uploaded click on the link
“‘Remove Certificate”.

EEE
EER i ifi i
S~ rt B OX Find Certificate Upload Certificate Remove Certficate

Remove your User Certificate
To remove your personal user certificate please enter the corresponding e-mail address.

+———=— / Enter the letters shown on
/ }’K@’{JT the left into the box below:

Your e-mail address: |

‘ Remove ‘

Enter the e-mail address for the certificate to be removed. The request may have to be
approved by the certBox administrator. An email with a confirmation link will be sent to
the certificate owner. The certificate owner can confirm the certificate removal just by
clicking on the link. If the request is not made by the certificate owner, then simple
ignore the email.
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3  Decrypting an E-Mail with ICE

3.1 Using alocal E-Mail client

3.1.1 Download of the ICE-Certificate
First your ICE certificate with your private key has to be downloaded.

1. Open the notification e-mail from your partner’s certBox “Your key for your e-
mail”

2. Click on the link containing your e-mail address, e.g.
https://certbox.secardeo.com/ice/yourname@yourcompany.com

3. To fetch your ICE certificate enter your e-mail address and the password given
in the notification e-mail and click on “Download”.

:iEcer:Box N

Login to the Web-Decrypter

To decrypt your data, please enter your e-mail address and the password you received into the box
below.

Your e-mail: | |

Password: | | | Login

3.1.2 Outlook

3.1.2.1 Import of the ICE certificate

After downloading your certificate with the Internet Explorer please click “Open”. The
certificate import assistant will start. In the first two dialogs click “Continue”.

— " y
Zertifikatimport-Assistent @ Zertifikatimport-Assistent @

Willkommen Zu importierende Datei
Geben Sie die Datei an, die importiert werden soll.

|
| Dieser Assistent hilft Ihnen beim Kopieren von
%_i Zertifikaten, Zertifikatvertrauenslisten und -sperrlisten Dateiname:
wvom Datentréger in den Zertifikatspeicher. =

&
Ein von einer Zertifizierungsstelle ausgestelltes Zertifikat
dient der Identititsbesttigung. Es enthalt Informationen . § . .
fiir den Datenschutz oder fur den Aufbau sicherer Hinweis: Mehrere Zertifikate kinnen in einer Datei in folgenden Formaten gespeichert
Metzwerkverbindungen. Ein Zertifikatspeicher ist der werden: '
Systembereich, in dem Zertifikate gespeichert werden. Il {

Privater Informationsaustausch - PKCS #12 ((PFX,.P12)
Klicken Sie auf "Weiter”, um den Vorgang fortzusetzen, Syntaxstandard kryptografischer Meldungen - "PKCS #7"-Zertifikate (.P78)
Microsoft Serieller Zertifikatspeicher (55T)

Weitere Informationen dber Zertifikatdateiformate

< Zuriick ][ Weiter > ] [.&bbrad’wen
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Now you will be prompted to enter the password for your private key. The password is
the one you received in your notification e-mail. Click “Continue” in this and the next

dialog.

Zertifikatimport-Assistent

===

Zertifikatimport-Assistent

==

Kennwort

Der private Schiissel wurde mit einem Kennwaort geschiitzt, um die Sicherheit zu
gewahrleisten.

Geben Sie das Kennwort fiir den privaten Schiiissel ein.

Kennwort:

[1Hohe Sicherheit fiir den privaten Schiissel aktivieren, Wenn Sie diese Option
aktivieren, werden Sie immer dann, wenn der private Schiiissel von einer
Anwendung verwendet wird, zur Kennworteingabe aufgefordert.

[] Schliissel als exportierbar markieren, Dadurch kénnen Sie Thre Schiiissel zu einem
spéteren Zeitpunkt sichern bzw. Gberfiihren,

Alle erweiterten Eigenschaften mit einbeziehen.

Weitere Informationen tiber das Sichern privater Schiiissel

< Zuriick ][ Weiter > ] [Abbredﬂen

Zertifikatspeicher
Zertifikatspeicher sind Systembereiche, in denen Zertifikate gespeichert werden.

‘Windows kann automatisch einen Zertifikatspeicher auswahlen, oder Sie kinnen einen
Speicherort fiir die Zertifikate angeben.

@ Zertificatspeicher automatisch

len (auf dem

() Alle Zertifikate in folgendem Speicher speichern

Weitere Informationen tber Zertifikatspeicher

< Zuriick ][ Weiter > ] [Abbrechen
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If the root certificate of your partner is not already installed you have to do this in the
next dialog clicking “Yes”.

-
Sicherheitswarnung -

Sie sind irm Begriff, ein Zertifikat von einer Zertifizierungsstelle zu
l “ installieren, die sich wie folgt darstellt:

Secardeo Root CA 1

Es wird nicht bestatigt, dass das Zertifikat wirklich von "Secardeo Root
CA 1" stammt. Wenden Sie sich an "Secardeo Root CA 1", um die

Herkunft zu bestatigen. Die folgende Zahl hilft Ihnen bei diesern Prozess
weitern

Fingerabdruck (shal): E22E6A1A 6F7TB424 ET2ACBE2 D0D36374
84B4C064

Warnung:

Wenn Sie dieses Stammzertifikat installieren, wird automatisch allen
Lertifikaten vertraut, die von dieser Zertifizierungsstelle ausgestelit
werden. Die Installation mit einerm unbestdtigten Fingerabdruck stellt

ein Sicherheitsrisiko dar. Falls Sie auf "Ja" klicken, nehmen Sie dieses
Risiko in Kauf.

Machten Sie dieses Zertifikat installieren?

h

3.1.2.2 Reading the encrypted e-mail

The encrypted e-mail is marked with a padlock in your inbox. After the import of your

certificate and private key you can now open the encrypted e-mail by double clicking
it.

.

i~ Posteingang - Microsoft Cutloak E@ﬂ

- - P ——

: Datei Bearbeiten Ansicht Wechselnzu Extras Aktionen 7 Adobe PDF Frage hier eingeben -
E-Mail <« || =) Posteingang Posteingang durchsuchen o v| ¥
E-Mail-Ordner 2 [|B ¢ A ven Erhalten Betreff G. ¥ |E|
2] Alle E-Mail-Elemente

=— = =) Datum: Heute
L~ Posteil 1
,T: Privat ngang b4 4.{ | Gunnar Jacobson Di 22.07.2014 09:... ICE Test 2.

—~4 B 83 ] k] T3 = =) Datum: Gestern

e

3.1.2.3 Answering with an encrypted e-mail

You can also easily answer with an encrypted e-mail, because Outlook automatically
adopts the security settings of the original e-mail.

Under “Properties” = “Security” you can check whether the option “Encrypt messages
and attachments” is checked.
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Gunnar Jacobson
= =

~
A9 0+ @) > AW: TestICE - Nachricht (HTML) 4 & & = ) = [ [t
Datei Machricht Einflgen Optionen Text formatieren Uberpriifen G Data vl e I
Von = Jac-Exchange
= An... |Gunnar Jacobson |
Senden
e ]| |
Betreff: | AW:TestICE |
e
Antwort N
Von: Gunnar Jacobson [mailto o ’ 1] =
Gesendet: Sonntag, 20. Juli 2014 17:29
An:
Betreff: Test ICE
test
-

3.1.3 Thunderbird

3.1.3.1 Import of the ICE certificate

After downloading your certificate with your Web browser please click “Save”. Open
“Settings” > “Advanced” -> “Certificates” in Thunderbird. Click on the button
“Certificates” and the dialog “Certificate Manager” will open.

' i‘ Posteingang

;i‘ Posteingang (4)

|2/ Papierkorb
48 | okale Ordner

Papierkorb
L Postausgang

& Abrufen v A Verfassen B Chat & Adressbuch \ R Schlagwérter | @ Schnellfilter Suchen... <Strg+K= Rl =
4 gunnarjacobson@gmx.de W Schnelifilte: o & & & @ <Strg+Umschalt+K> r
t % @ Betreff o Von © Datum - B
@  GunnarJacobson, bitte fiigen Sie mich zu Threm beruflichen M., * © 1357 ol
Re: Treffen . . 1347 U
Treffen - = 1228
Sehen Sie die Kontakte, Berufserfahrung und weitere Informati.., = = 200720141817
TestICE « Gunnar lacohsan « 2007.201417:20 ki
Einstellungen L& « 20.07.201417:29 |
- = ) e = 2007.201417:23
D «© \:/Is L = (V) 408 -+ 2007.201417:23
Allgemein Ansicht Werfassen Chat Sicherheit Anhinge Erweitert « 18.07.201414:00
© 18.07.201412:43
Allgemein I Lesen &Answchtl Netzwerk & Spe\cherplatzl Update | Zertifikate |
« 18.07.201411:00
Wenn eine Website nach dem persanlichen Sicherheitszertifikat verlangt: = 18.07.2014 06:46
() Automatisch eins wihlen @ Jedes Mal fragen © 17.07.201417:49
¢ 17.07.2014 14:54
[ Zertifikate ] [ Validierung ] [ Kryptographie-Module 170720141331 i
L s 1707 I01A11.53
}| Archivieren o Junk | @ Léschen
i N
& Zertifikat-Manager =R g 20.07.2014 17:29
ndere Aktionen ~
Thre Zertifikate | Personen | ServerIZErtifizierungsstEllEn |Andere‘ -
Sie haben Zertifikate dieser Organisationen, die Sie identifizieren:
Zertifikatsname Kryptographie-Modul Seriennummer Lauft ab am )
r E

certBox Help Manual
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Choose “Your Certificates” and click “Import...”.

-
@ Lertifikat-Manager

s certBOX

T ™ WY . "7

TRV Y ¥ Y R N o =} S !"
Thre Zertifikate | Personen | Server | Zertifizierungsstellen |Andere|
Sie haben Zertifikate dieser Organisaticnen, die Sie identifizieren:
Lertifikatsname Kryptographie-Maodul Seriennummer Lauft ab am 2]
Anszehen... Sichern... Alle sichern... Léschen...

Navigate to the folder “Downloads” and open the file <e-mail address>.pfx. Enter the
password for your private key which you have received in your notification e-mail.

r B
@ Zu importierende Zertifikat-Datei ﬂ
- - e —
OU | 4 » GunnarJacobson » Downloads - | 5 | | Downloads durchsuchen 2 |
Organisieren « Meuer Ordner = ~ [l @
Jr Favoriten = Name Anderungsdatum Typ Grobe
B Desktop ‘ Ihre_E—MaiIadresse.de.pfx 22.07.2014 14:42 Privater Informati...
5
Passworteingabe-Dialog ﬁ
Bitte geben Sie das Passwort ein, das verwendet wurde, um
dieses Zertifikats-Backup zu verschlisseln.
Passwort: sessssssss
| ok | | Abbrechen |
| ‘A
Dateiname: gunnar.jacobson_gmu.de.pfx - [PKCS].P_-Dateien (*.pl2;*.pfx) v]
I [ Offnen |v] [ Abbrechen ]
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The ICE certificate will now be listed in the “Certificate Manager”. Click “Show...” and
then “Details”. The first entry in the certificate hierarchy is the Root CA for your ICE
certificate. Close the dialog.

~
@ Zertiﬁlmt—Manager rZertiﬁkat-Ansicht:"gunnarjambsonl [ u‘ | [=] sg
i

Allgemein | Details |

Thre Zertifikate | Personen | Server Zertifikatshierarchie

i

Sie haben Zertifikate dieser Org b Secardeo ICE CA
Zertifikatsname K ft ab am =}
45ecarden Zertifikats-Layout
H = i = aSecardeo Root CAL - Secardeo - I
gunnar.jacobson@gm... s Tertifikat 2014
éVer;inn =

i Seriennurmmer

E"Zerhﬁ katsunterzeichnungs-Algerithmus
-Aussteller

Validitat

;--Inh aber ol
Feld-Wert

Anszehen... ] [ Sichern... l

Schliefen

Now choose “Certificate Authorities”. Select the Root CA Certificate you just
determined and click “Edit trust...”. Choose “Mail User” for the trust setting and click
“Ok”.

@ Zertifikat-Manager = | E B9

Thre Zertifikate | Personen | Server | Zertifizierungsstellen | Andere|

Sie haben Zertifikate gespeichert, die diese Zertifizierungsstellen identifizieren: ‘

Zertifikatsname CA-Zertifikat-Vertray instellungen bearbeits
45ecard
e;:za:jen ICECA Das Zertifikat "Secardeo Root CA 1" reprdsentiert eine Zertifizierungsstelle.
Secardeo Root CA1 . .
Secardeo Issuing CA1 Vertrauenseinstellungen bearbeiten
4SECOM Trust Systems CO,LTD. [7] Dieses Zertifikat kann Websites identifizieren.
Security Communication EV RootCAL Dieses Zertifikat kann Mail-Benutzer identifizieren.
Security Communication RootCA2 || Dieses Zertifikat kann Software-Hersteller identifizieren.
a5ECOM Trust.net
Security Communication Root CA [ 0K J ’ Abbrechen ]
a5SecureTrust Corporation
< Clakal T8
Ansehen... ] [Vertrauen bearbeiten... ] llmpor‘tieren... ] ’ Exportieren... ] ’Lﬁscheﬂ oder Vertrauen entziehen... ]

Close the Certificate Manager with “Ok”.

3.1.3.2 Reading the encrypted e-mail

After the import of your certificate and private key you can now open the encrypted e-
mail by double clicking it in your inbox.
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The padlock symbol means that the e-mail is encrypted. An envelope with seal means
that it has a digital signature.

[ TestICE - Postei..,

2 pbrufen = @ Vefassen WP Chat B Adressbuch ‘ W Schlagwérter ™ Q,

4 Antworten | =p Weiterleiten | & Archivieren 0 Junk | & Laschen

Von Gunnar Jacobson i
Betreff Test ICE > % 20,07.2014 17:29
An Michirs

Andere Aktionen -

-~

test
(4

-

Ungelesen: 4 Gesamt: 204 _:5!

3.1.3.3 Answering with an encrypted e-mail

=

You can easily answer with an encrypted e-mail. To do so, check that “encrypt
message” under “S/MIME” is activated.

—— e
[~ Verfassen: Re: Test ICE - Westlich (IS0-8859-1) M [E= e

Datei  Bearbeiten -Qnswcht Einfiigen Format Optionen Extras Hilfe
lSenden |  Rechtschr. = @ Anhang ™ ﬂSfMIMEILl ESpeichern -

Von: = GunnarJacobson <gunng v Machricht verschlisseln e v

- An: £ GunnarJacobson <gy Machricht unterschreiben

Sicherheitsinformationen anzeigen

Betreff: Re TestICE

Mormaler Text ™~ (gemischt) ~J -_ A A‘| A A A i= ;: E E E' [L_IRe @'
I

Am 20.07.2014 17:29, schrieb Gunnar Jacobson:
“ test
3.1.4 i0S

3.1.4.1 Import of the ICE certificate

After clicking “Download” the Profile Installation Dialog will open with the ICE
certificate. Click “Install” in this and the following dialog.

eeec0 Telekom.de 3G 17:42 ¥ 87 % -

Abbrechen Profil installieren

@ Identitatszertifikat
Unsigniertes Profil

Die Installation dieses Profils andert

Empfangen 21.07.2014 die Einstellungen auf Ihrem iPhone.

Enthalt Zertifikat

Mehr Details Abbrechen Installieren
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You will now be asked to enter your personal PIN Code and then the password for the
private key which you have received in the notification e-mail.
ee00 Telekom.de 3G 17:42 7 87 % W) eee00 Telekom.de 3G 17:42 < 87 % N

Code eingeben Abbrechen  Abbrechen Kennwort Weiter

Kennwort fiir das Zertifikat
Lldentititszertifikat” eingeben
Code eingeben

Erforderlich fir Profil , Identititszertifikat*

1 EC D% QWERTZUIOP
& 2 % [ AsbDFeHJKL
P(Zas §V Wxgyz Y XCVBNM

0 aQ 123 @ Leerzeichen Return

3.1.4.2 Reading the encrypted e-mail

After the import of your certificate and private key you can now open the encrypted e-
mail just like the others. The padlock symbol shows that the e-mail is encrypted.

3.2 Using a Web-Mailer and certBox Web-Decrypter

If you are using a Webmail service like GMX or Gmail, you will have received two e-
mails:

1. A notification e-mail from ICE which will contain an instruction and a link to the
certBox Web-Decrypter.
2. An (empty) e-mail from the internal originator with an attachment “smime.p7m”

Please click on the Web-Decrypter link in the ICE notification and a login dialog
appears. You may log in using your e-mail address and the password you received.
Your e-mail address must be entered into the “Your e-mail” field. The password must
be entered into the “Password” field.

Note: If you received a 2" password from your partner organization, you will have to
register first, using the “ICE registration form” (please contact your partner).

After logging in, you are prompted to upload the “smime.p7m” attachment, which you
have previously downloaded from your Webmail service.
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ce rt Box Find Certificate  Upload Certificate = Remove Certficate DE Help

Decrypt your e-mail

Upload the smime. p7m attachment from your e-mail

! _Durchsuchen.._|

if you don't have a smime p7m attachment piease cick here

Figure 49: Web-Decrypter upload form

Some Webmail services do not provide the smime.p7m for download, e.g. outlook.com. In this
case, you may select “click here” and a new page will open. Copy the HTML source code from
your Webmailer and paste it into the Web-Decrypter form. After pressing the “Submit” button,
the decrypted e-mail content will be displayed.

:iEcer:Box

Decrypt your e-mail

In some cases an e-mail service will not offer the encrypted message for download.

€.g. Outlook.com

Display your e-mail and on the right side, click on "Actions” and select "View Message Source™. A new window
will open. Select all the text (or press CTRL+A), right-click on it and then "copy”. Now right-click into the box
below and select “paste”. Press the Submit button and your e-mail will be decrypted.

A

Figure 50: Web-Decrypter HTML input form

After decrypting the e-mail, it will displayed on a new page. You can choose to download the
attachments, save the message, or open the message in a new window.
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sxcertBOX

Recipient: secgsmail@gmail.com

File: smime.p7m B @  Attachments

- To display the user friendly view, click on the "Open in new window" button in the top nght corner -

Dear Mr. Brown,

Thank you for your interest in our products.

| have includeded an offer and further information for you.

Please contact me if you have any guesfions or concems.

| am looking forward to hear from you

Sincerely,

John Doe

Figure 51: Web-Decrypter display e-mail
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